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Enterprise Identity Today

ñLogin forms querying for username and password are easy 

to use and everyone knows how they workò

ÅToo bad they are also :
ÅImpossible to consistently brand

ÅTime-consuming to administer

ÅLikely to contain obsolete data

ÅInconvenient if you donôt consolidate 
silos

ÅExpensive if you do consolidate silos

ÅFrom a user perspective:
ÅGood passwords are hard to remember

ÅBad passwords are easy to steal

http://www.flickr.com/photos/mmemarilyn/831450859



Can such a diet continue?

ÅWhat if you could use the 
same user ceremony for:
ÅWeb applications

ÅRich clients

ÅOutsourced or hosted 
applications

ÅWhat if you could use a credential 
that canôt be keylogged

ÅWhat if your credential can 
represent more than just 
perimeter access?

ÅWhat if your corporate credential 
can change with the times, 
without altering user ceremony?

The Goal: Identity with

ÅWill Power

ÅSelf-Discipline



Will Power? Self-Discipline?

ÅSeparation of Duties
ïIdentity Consumers

ïIdentity Authorities

ÅCredential Classification
ïThose I make myself

ïThose made for me

ÅIncrease in Friction for Would-be Fraudsters 
ïMake it harder to steal credentials via technology

ïMake it harder to manipulate the humans behind the 
credentials into giving their secrets away

ïMake the lowest common denomator more complex

ÅPreservation of User Convenience & Control
ïIncrease the strength of the lowest common denominator

ïErect barriers to phishing and pharming



Implemented how?



An Example

Triggered a highway 

identity interaction

It is real?



An Example

Dig up vehicle 

registration

Proof of Insurance


